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Executive summary

This deliverable describ es in detail the System Integration Architecture for each site. It
targets mostly the first wave pilots, since their maturity level in terms of system build up
and implementation is higher than the second wave pilots; however, where the latter is
available and well documented, information is also included.
Each site has to report on the following aspects:

9 Review of installed Infrastructure .

9 Identification of new Components to be built

1 Development plan of new Components.

The report closes with a dedicated s ection with conclusions and further work where all
lessons learned by site, depending on maturity of implementation, are discu ssed and
conclusions are drawn.
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1. Introduc tion

1.1 Purpose of this document

This deliverable describe s in detail the System Integration Architecture for each site. It
targets mostly the first w ave pilots, since their maturity level in terms of system buil d up
and implementation is higher than the seco nd wave pilots; however, where the latter is
available and well documented , information is also included.

This D4.1 is the first version of the system integration architecture. It will be followed by
D4.4 System Integration Architecture (V1) which will doc ument the final system integration
architecture.

1.2  Structure of document

Section 2 reviews the existing infrastructure already in place in each site, either from
participation in previous pilots , or even better from national / regional or local real life
implementations. The first step towards the definition of a system integration architecture

is to review the existing infrastructure for each site in as much detail as possible at a given
time. Hints are also given for the overall perception of the SmartCare network of services
by site, in order to have the means to compare what exis ts now with where we want to go.

Section 3 identifies the new components to be developed. These components represent
the results of the comparison between the existing and the desi red infrastructure. The
number and complexity of components to be built is not always analogous to the state of
deployment, as there may be other factors affecting the launch of pilot services , e.g.
personnel recruitme nt processes, tenders, etc.

Section 4 is dedicated to the development plan , or more specifically how each site intends
to have in place all the relevant infrastructure before the launch of the pilot. Resources to
be committed in this process are of the utmost importance , as they usually balance the
development plan. This section is intended as a gap analysis. Again, the findings of this
section reflect the site s maturity at this point in time and ease of handling complex
processes required for the successful operation of SmartCare .

Section 5 closes with conclusions, where future work such as maintenance of the new

installed base and technical support throughout

1.3 Glossary

EHR Electronic Healthcare Record
FVG Friuli Venezia Giulia

GP  General Practitioner

HIS  Hospital management system

RSD Region of Southern Denmark
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2. Review of installed infrastructure per site

21 FVG

FVG Region decided to subcontract the whole service for the Smart Care integrated care
related to the regional deployment site. The whole ICT system and service will be designed
by the company that will be awarded the contract.

On 24" December 2013, the Dipartimento Servizi Condivisi (Department of Shared Services

of the health regional system) of Santa Maria della Misericordia Hospital , and University

Centrei n Udi ne, I'taly, i ssued a public inwlust ati on
0100, 000 for additional options) rel evant to a
services (technology devices, call centre and data management platform) desi gned to

provide integrated health and social care monitoring interventions for patients in home

care (within FVGregional healthcare system). The tenderwas fort he pr oj eCar¢d 6 Smar t
Joining up ICT and service processes for Quality Integrated Care in Eur o p eNdmber
325158, involving Triesteds A.S.S. Nr . 1 over a

The deadline for submitting proposal s was 3° February 2014. The evaluation process took
several weeks, with the final evaluation taken at the end of March 2014. The decision
statement must now be published. The indicated winner company should start working by
the end of April 2014.

Requirements included in the tender mainly focused on the need to:

1 Ensure personrcentred coordinated development of health and social care
interventions (GPs, specialists, nurses, psychologists, social care workers, and in
general all professionals involved in patient care) with direct involvement of
patients, families, formal and informal car egivers, including Third Sector.

Remove organisational barriers.
Meet individual s' needs for cohesive information.

Strengthen citizen involvement in decisions and activities concerning their
healthcare and social care needs.

1 Provide accessibility, empowerment, and security of access within an integrated
ICT-platf orm.

Within the short-term (home support after hospital discharge) and long-term care support
pathways, the main SmartCare intervention requirements were identified as follows:

9 Direct access to platform -based information (both in reading and writing) throu gh
different profiles and security access. The SmartCare platform is required to
provide timely multidimensional data management, including analysis and storage
(clinical, healthcare, social and environmental data) both to care recipients and
formal and in formal carers.

Option of videoconference set up needs to be allowed for.

Availability of and accessibility to periodical reports. The system must also allow
for statistical elaboration together with tracing of data trail (time/date of data
acquisition, instrument, location, source of data, identifi cation and role of
stakeholder).

1 Alert system with relevant subsequent action. Each alert process needs to be
adjusted to patients' situations and needs.
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91 Devices will have to conform to European regulations (e.g. CEIl 62148, EN 62353,
CEIl 62128, etc.).

Adequate training will have to be provided to a Il stakeholders.

Privacy regulations will have to be strictly enforced , and secure exchange of data
provided for at any time according to Italian legislation.

2.2 Aragon
2.2.1 Healthcare IT Infrastructure

SALUD has put in place a very comprehensive ICT infrastructure in support of healthcare
services and telemedicine services. Initially trialled in the framework of previous EU
funded projects, these are now used on a regular basis in the Region which is characteris ed
by a very sparse and ageing population.

The SALUD divides the Aragon territory into eight healthcare areas. SALUD has a
technological network of 10 nodes (one for each healthcare area, one for e mergencies and
the centr al node CETEC)nd 12 data centres that host clinic al patient information, one for
each node, and interconnected, with a total capacity of 137TB and 468 servers. These
nodes host all departmental and corporate applications and databases for each sector.
Each data centre centralis es the clinic al information for every patient in the sector ; some
of th e information is replicated in the central node so that it is accessible by other sectors.

All nodes are interconnected, and information can flow among all heal thcare sectors
achieving an ubiquitous and transparent access to patient records whichever sector the
patient lives in.

Huesca

Zaragoza [T Zaragoza I

Zaragoza I1

Figure 1: Aragon territory division into  healthcare areas

The central node (CETEC) also hosts all servers whee central applications reside that give
support to other applications , such as the user database, teleformation, specialist
election, digital images, etc.

A fibre optic line connects nodes, with a bit rate of 1 GB- 100Mb between hospitals. All
healthcare centres and hospitals are connected through this. 124 centres and 718 clinics
have, in addition , ADSLIines.

This common ICT infrastructure and network is common for primary care, specialised care,
and mental health units.

The clinical intranet gives acces s to all departmental corporate applications and databases
for each healthcare sector. It is available for all staff within the healthcare sector. This
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web portal gives access to the applications of each healthcare sector , enhancing
pr of essi o nasks,sadioididgawiaiting timntes and the need to send documents. The
intranet supports looking up patient data, health records and tests done. It also provides
access to other tools, statistics, and files selection.

SALUD provides multiple systems and servicesto t heir patients and professionals; the most
important information systemsare:

)l
il
1

The users database (BDU, which identify all users in the region .
Primary care electronic health record (OMI AP) in a Il centres and medical offices.

Aragon Electronic Digital Healthcare record: Integrates the EHR from primary care
(OMI AP) +specialised care). It integrates all data from actions performed at any
healthcare sector in Aragon, and a summary of the actions performed in some of
the other regions in Spain that provi de information.

Hospital management system (HIS): Application that hosts all clinical activity,
scheduling & monitoring information applications at the healthcare centres and
provision units in the SALUD.

Departmental applications:
o Emergencies services information system (PCH) deployed in all sectors.
0 LIS: Laboratory records information systems.

o RIS: Radiology images digitisation: an image stor age and management system
(PACS) and an information system (RIS) deployed in seven out of the eight
sectors.

o0 Telemonitoring portal: storing information from telemonitoring programs and
integrated with the primary care EHR (OmiAP)

o Patientds surveys.
0 e-prescription: to manage prescriptions, their dispensng, financing and
regulation.

o Videoconferencing systems.

Help desk: there is a technical contact centre to manage and support the Systems
Centre.

HCP users callcentre in place for telemonitoring purposes .

Intranets: Every healthcare sector has a corporative intranet for professional use
which gives access to corporative departmental applications.

Salud Informa: A webpage oriented to citizens where , among other services, users
have free GPelection, booking consultation services, etc.

HCDSNS: Digital Electronic health record. The HCDSNS is a welportal oriented to

patient s which provides a summary of the Aragon Electronic Digital Healthcare

record. It gives users a point of access to e-health services such as downloading
reports, printing drugs presc riptions, masking information, consulting audit tr ail,
etc. The HCDSNS frenework is defined by the Spanish Ministry of Health ; Aragon's
HCDSNS development hakeen approved by the Ministry.

Telemedicine solutions:

o Tele-advise and virtual tele -consultations. In 3/8 sectors.

0 Tele-retinography: storing images coming from diabetic r etinopathy screening at
the corporate PACS and access through the PACS propietary visor.

0 Tele-dermatology: asynchronous consultations between primary care and
dermatology deployed in five out of eight sectors.
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0 Tele-electrocardiology: to integrate electro car di ogr ams i n
electronic health record deployed five out of eight s sectors.

0 Tele-ictus: to decrease the mortality rate in these patients. Deployed in  six out
of eight sectors.

PRIMARIA INFORMA

Carterade
Servicios

GESTOR DE
INTRANET Integracion PACIENTES
(Rhapsody)
(PL?;encias) (Laboratorio

Departamentales

Figure 2: SALUD IT Infrastructure

There are further solutions and information systems, such as telemedicine solutions,
nursing care information systems, data warehouse and business intelligence systems,
patients manager (to help in the clinical management and coordination of all health agents

- under development), knowledge portal, online training tool, user &s cal
management and support to systems centre, pathological anatomy information system,

intensive care management systems, etc..

There is also an alert management information syst em with alerts, prompts & reminders
configuration and handling, protocols and escalation procedures, and generation of passive
alarms.

The clinic intranet is able to integrate data coming from  primary care, specialised and
social records collected mainly f rom specialised care and from hospital admissions. The
main goal of the se records is the prevention of inadequate hospital stays caused by an
extension of the stay due to social reasons.
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Figure 3: SALUD Intranet

Furthermore, SALUD has a home telemonitoring platform that collects notifications and
where the alarms generated are centra lised and managed. At the same time, the solution
integrates the other departmental applications with the EHR systems and with  the hospital
activity s ystems.

Health Insight
Solutions
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Figure 4: Telemonitoring portal
2.2.2 Social providers IT Infrastructure
On the social services side, corporate information systems from the public social services
providers are almost non-existent; the actual work is among the unique citizen
identification. As the regional office holds the user identification health database , it is
under consideration to extend it to the whole of the info rmation from the social sector.

Local associations and third parties own legacy proprietary systems, if they have them; in
many cases they do not have a register of services provided.
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On the other hand, the Red Cross enjoys a nation-wide technological infrastructure; some
of the following applications are av ailable for SmartCare project:

T

2.2.3

Interv ention: Register of the services requested by the person and previous step to
the assessment

Common Data Repository: Stores the more general personal data.

Social intervention (AIS):

o

]
0]
0o

Record of the programmes and project s from the basket of services that t he
person enjoys.

Activities performed by/with that person.
Follow up agenda plan (outgoing calls) to perform by the Contact Centre.
Social report collection .

Contact Centre (Proximidad Local):

o

o

Agenda Campaigns: record of outgoing calls made to users programmed for its
activation according to a defined pattern on the AIS application.

Attention to Requested Services Campaign: through the incoming calls,
collection of requests for services from the basket of services by users already
registered on the AIS database.

Demands follow-up: follow -up of the provision of services requested by the
Contact Centre.

NTERVEREIR o Proximidad Local
ACOGIDA CENTER
DATOS Services |
COMUNES request \
INTERVENCION
[ SOCIAL (IAS) Azendat R

Figure 5: Red Cross Infrastructure

ICT infrastructure for SmartCare

For further information on the Aragon ICT Infrastructure for Sm artCare pilot, refer to D3.1.
Pilot Level Service Specification from Workpackage WP3 - Integration Infrastructure
Architecture and Service Specification
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Figure 6: SmartCare ICT infrastructure schema

2.3  South Denmark

The Danish SmartCare service consists of both the existing system of electronic messages
provided by MedCom as well as the Shared Care platform that is meant to supplement the
existing communication. See the illustrat ion below of the entire service.

—

Shared Care platform

Q

2

e

Q

(%]

()

] —_—

Q

g Hospital Municipality GP ;
n

HIS ECR EHR
— <> <>

MedCom messaging

Figure 7: Denmark SmartCare service

The history of MedCom - the Danish Health Data Network (DHDN) - goes back to the late
1980s, when interest in electronic communication among healthcare providers grew. It is a
long-term pr oject that enables effective data transfer between several actors of the
health service, including stakeholders of the community -based social care system. This
national network allows fast information flow in the form of reliable data exchange of
EDIFACT o XML-based messages among the respective software systems of the
participating healthcare providers. Agreements on interface specifications as well as
certification of software compliance with agreed upon standards and syntax allow for
optimal interoperab ility. Data transfer begins at the point of care for patients and GPs.
From there, services that citizens may need access to include pharmacists, diagnostic
services and specialist consultation at hospitals, referral to and discharge from a hospital,
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and transfer to home care and residential care services. Effective access to these by
citizens depends on the efficient exchange of messages between health and social care
providers and other actors.

b NS eHealth Portal

Patients e gl Y .

sundhed-dk ............................................§ g

GP practices ~t———-

The Danish Health Data Network/MedCom

Central
authori-
ties

Regional
authori-
ties

Phar-
macies

Psycho-
logists

Labora-
tories

Personal clinical : R L
patient data : :

.
-----------------------------------------------------------------

.................

Open data Municipalities Hospitals

Figure 8: Danish Health Data Netwo rk

It began with electronic exchange of messages between healthcare professionals via
MedCom nationally agreed standards (www.medcom.dk). Communications such as
prescriptions, referrals, laboratory orders and responses, etc., are exchanged daily. In
January 2010, more than 5 million communications were exchanged. Over the years, the
repertoire of communications has expanded considerably, and the infrastructure has been
extended to include more and more aspects of healthcare services. Concurrent with this,
Internet technology has been adopted, so now communication also include s web services,
while telemedicine solutions are rapidly being developed. Throughout the development
process, efforts have remained focused on giving healthcare professionals access to
flexible knowledge searches and internal communications, and, at the same time,
enhancing the quality of the services that the healthcare sector is able to offer to citizens.

The Shared Care platform is building on top of this existing infrastructure , enabling care
providers and patients to have access to relevant information in a shared care record at
any given time. The Shared Care platform will need to accommodate existing standards,
integration to existing systems and databases, and be both fast and reli able on the DHDN

The Shared Care platform is a web application built on these requirements:

9 Function inter -regionally and across-sectors, and not be tied by specific systems.
The solution supports a lot of different stakeholders by providing data to be fe d
into and acr oss a lot of different systems.

1 Support a multiple supplier strategy when it is controlled by a third party. In the
same way, maintenance and development of new modules ¢ an be done by another
supplier.

9 Focus on the fact that a lot of differen t actors need to be able to access the
platform. This is something that cannot be done to the same extend when using a
client -server system.

1 To avoid double registrations, and to make it is possible for the involved parties to
work within their own systems as much as possible, a system for synchronising all
the relevant systems involved is a necessary part of the solution , to ensure that all
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the systems have the relevant information regardless of where t he data originally
comes from.

To be flexible, configu rable, scalable and portable :

o Flexibility means that the data in the interface is based on roles and the
specific course of disease. The solution can also support a multiple channel
strategy and mobility. The view of the data has to be configured to specif ic
units dboth static and mobile units.

o Configurability means that the view of the data should be configurable to fit
specific roles through a portlet -technology. Furthermore , it will be possible to
configure the rules and the patient pathways.

0 Scalability means that the solution has to be able to be scaled when the number
of patients rises. The solution is based in components that enable development
over time, e.g. if a simple module has to be changed to a more advanced
module to support new needs. The supplier has developed a wide range of
standard components to support flexible patient pathways, modelling processes,
rule based engine and integration that have been well -proven through tests and
can function on a large scale.

o Portability means that the s olution can function on several IT platforms , and,
for example, be moved from Linux to UNIX or Windows with little effort.

Will be based on confidentiality and security regarding patient related data.

Include a number of integrations from the CPR register (Register of Social Security
Numbers) to the systems in the hospitals and the systems used by specialists, GPs,
and also a home monitoring database. Therefore it is a solution with a great deal of
integration. Th is integration will most likely have to foll ow the MedCom standards
including Ot he |(gtabare essertiad ® get a sokitd n that can be
used crosssectoral, regional and natio nal.

Deliver IT support to the patient pathways with focus on chronic conditions.

Give access to a common set of data when having cross-sectoral and cross
disciplinary patient pathways .

Be a common tool for health professionals in the different sectors, for patients and
for management.

Support the coordination of the individual pathways starting with the patient
pathways and the support of the decision makers .

Give the patient the opportunity to become an active participant in his/her own
pathway, including the possibility of home monitoring.

Be able to integrate with existing and future relevant systems e.g. Elect ronic
Patient Record systems (EPR), systems used byGPsand specialists, Electronic Care
Record systems (ECR), laboratory systems etc.

Has to function as both an integrated tool for the existing EPR, existing GP systems,
specialist systems, ECR systems ad as an individual system for that actor who does
not use another relev ant IT-system, e.g. the patient.

Use the existing open standards.
Offer a high level of accessibility .
Support a multi -supplier strategy .

Finally the system must support the regulatory requirements in handling personal
data.
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The model below illustrates the architecture of the Shared Care p latform.

The platform is highly focused on integration with existing syst ems and databases, and the

BERWICES

PORTLET CONTAINER

INTEGRATION

CORE BUSINESS LAYER

SHAREDCARE
REPORT
DB

Figure 9: Architecture of the Shared Care platform

following systems are to be included:

1 Integration with Cosmic via CloverLeaf (not an individual module , because the

integration is made through standard integration in a basic module)

1 Integration with the systems used by GPs and specialists through Sentinel data

gathering.
9 Integration with the laboratory portal .
1 Integration with data provided by home monitoring .
91 Integration with Shared Medication Record
I Integration witht he cl i entds .CPR component
1 Integration with NemLogin (a secure and personal access for all individuals) .

The model below illustrat es the integration architecture.
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Figure 10: Integration architecture

The following model illustr ates the set-up of the solution.

Lare professionals

Patients and
Helatives Firewall Internet Web-server

Firewall Internal

Data-sto FE'EL

Database-server

Figure 11: Hardware architecture

The Shared Care platform consists of different elements illustrated in the model below.
There are five different user types, a range of functionality, a range of possible disease
areas in addition to heart disease, which is the current focus of SmartCare , as well as a list

of integration options.
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Figure 12: Shared Care platform model

In the model below , the elements are depicted in a more coherent way.
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Figure 13: Shared Care platform model

The following use case scenarios showtwo examples of how the data is created by users.
They log into the system either via their individual systems and existing log -ins, or by using
their digital signature (for professionals) or Nem -ID (patients and relatives).
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Patient with symptoms
consults GP or gets
hospitalized (receive a
diagnosis)

Data is available for the
patient and for healthcare
professionals across the
healthcare sector

Example: Patient’s schedule

Patient calender
The Carepaths Date i Activity Responsible

Patlent Id 04.01.12 | 12.00-12.30 |Visitation conversation OUH Doctor, Hans Hansen
Diagnose code 07.01.12 | 09.20-11.00 [3. month control OUH Doctor, Hans Hansen

St tf t 10.01.12 | 13.00 -14.00 |6. month control |GP, Jens Jensen
ra I 1ca |on __ [ 040113 | 09:30-11.00 [12. month kontrol OUH Doctor, Hans Hansen

Comlng activities 07.17.13 | 12.00-12.30 [Weekly control at GP 'GP, Jens Jensen
s 07.31.13 | 09.00-11.00 |Training Physician Gitte Jergensen
GP/doctor/nurse initiates a Decision SUP,port 05.01.13 | 19.00-21.00 [Smokng course Coach, Steffen Steffensen
carepath based on relevant Relevant patient values 06.06.13 | 06.30 -09.00 |Blood sucker control OUH __|OUH Doclor, Hans Hansen

generic treatment p|an5 Recommended gOE|S 09.09.13 | 12.00-12.30 [Weekly checks GP, Jens Jensen

Recommended instructions Add activity.

Relevant links

Notes

Figure 14: Use case scenario 1

Figure 15: Use case scenario 2

Below you can see an example of view from the web -interface.

Confidential Page 20 of 68 v2.0, 12th August2014



















































































































































